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NComputing IP Utility (NIU) Executive Summary:

NComputing IP Utility (NIU) works in conjunction with NComputing vSpace Virtual Desktop software to
create and manage a number of Virtual Network Interfaces (Virtual NICs) which can isolate the network
traffic of each vSpace virtual desktop to its own unique IP address. Once installed and running alongside
vSpace, NIU associates one virtual network adapter to each active vSpace session that's connected to a
remote virtual desktop device. The NIU software package can be installed and used with Windows
vSpace for either L-series or X-series access devices.

Although all vSpace virtual desktop sessions still use the host system’s physical network adapter, NIU
assigns a virtual network adapter to each vSpace session, and each virtual NIC then obtains its own
unique IP address. From the network’s point of view, each virtual desktop session and the applications
running within it become isolated from the host’s IP address and that session is also isolated from all other
vSpace sessions running on the same host. The NIU virtual NICs support all standard networking
capabilities including the ability for each individual session to communicate via IP protocol with
applications that are running inside any other session on the host.

Please note that using the NIU function requires additional IP addresses to be obtained from the LAN
DHCP (Dynamic Host Configuration Protocol) pool.

1. An X-series host without NIU only needs one IP address which is shared for all virtual desktop
sessions. With NIU installed, an X-series host needs an IP address for each user that may
login to the host. For instance, a host with one X300 card installed and using NIU will obtain a
total of 4 addresses from the DHCP server.

2. Inan L-series environment, each L-device always requires one IP address of its own to
communicate with the host. Without NIU installed, each L-series host only needs one IP
address for all its network communications. With NIU, the vSpace host machine will obtain
and use an extra IP address for each L-device to which it needs to connect. For example, an
L-series host using NIU to support 30 virtual desktop sessions will need to obtain 311P
addresses from the DHCP server, and each of the 30 L-series devices will obtain its own IP
address for a total of 61 IP addresses consumed on that network

Note: NIU is currently available only for Windows® environments.
Applications

Without NIU’s per-session IP virtualization, all packets sent from a vSpace host computer get tagged with
the same originating IP address (that of the host) regardless of which session or user is running the
application sending out the IP packets.

NIU addresses this problem of one IP address by creating and assigning Virtual Network adapters (and
unique IP addresses) on a per-session basis. An IP address is requested from the DHCP server for each
virtual network adapter and those IP addresses are associated with Virtual MAC addresses that are
uniquely generated by NIU. These virtual MAC addresses are based off the host network adapter’s
physical MAC address following standard network virtual MAC rules which assure the created virtual MAC
addresses are all unique for the entire network.

Therefore for LANs or WANSs, once NIU has assigns the unique IP addresses, each session and its
associated user terminal is now viewed by the outside world with a unique IP address.

Some third party applications need to uniquely identify the source of IP packets sent by a host computer
onto the network. And some terminal services aware applications such as IP based messaging or print
control and auditing software need the ability to uniquely identify each of its running instances to correctly
exchange messages between sessions and hosts. NIU will allow some of these applications to fetch the
individual virtual IP's in an NComputing virtual desktop environment (if the application has the ability to

nComputing®
© by NComputing Inc. — 2009
-3-



read the virtual NIC and its IP address).

NIU Installation

Prerequisites:

=  Genuine NComputing hardware devices

= The current release of NComputing vSpace Terminal Services software

»= LAN connection (and OS driver) must be installed in the host and active.

= Each NIU created Virtual NIC initially uses DHCP to get its IP address; so, make sure you actually
have a DHCP server available for this system before you install NIU.

= Ensure the DHCP server has enough available unassigned IP addresses for the vNICs you plan
to create. Otherwise, vNIC creation may take up to a minute each because the DHCP requests
must each “time out” before Windows finally realizes there is no new IP to assign.

Installation

Please close all running programs and stop any active NComputing virtual desktop sessions.
Prior to launching the NIU installer, Login to the host with appropriate Administrator rights
Verify that the host already has vSpace installed

Copy the installation file to a known location on the host system

Double-click the “NIUInst.exe” icon to start the install

Note: This document’s install screen illustrations are from NIU version 1.9.1, but this user guide also
applies to NIU version 1.9.2

1. End-User License Agreement (EULA)

Please read the EULA carefully, please select “l agree” and click “Next” to continue.

2z NComputing IP Utility 1.9. 1[install]

END USER LICENSE AGREEMENT !

Thiz End-User Licenze Agreement (this "EULA") is a legal

agreement hetween yau (either an individual or a single entity) and
MNCaomputing, Inc., for the software product that accompanies this EULA, which
includes computer software and may include associated media, printed
materials, and "online” or electronic dacumentation ("Software Product” or
"Software").

1. IMPORTANT - READ THIS CAREFULLY:

YOU SHOULD CAREFULLY READ THE FOLLOWING TERMS AND
CONDITIONS BEFORE DOWNLOADING THE SOFTWARE OR

INSTALLING THE SOFTWARE INTO THE COMPUTER. INSTALLING.,
COPYING OR 1ISING THE SOFTWARE CONSTITIITES ACCEPTANCE ™

()1 agree ()| disagres

| Cancel | [ Readme

Figure 1

If you press the “Readme” button you can view the contents of the “Readme.txt” file.
This file contains information about the current release.
Click the “OK” button (Figure 2) to return to the EULA window.
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NComputing IP Utility - Readme

Product Release Notes for NComputing IP Utility (NIU), 1.9.1

Thank you for using NComputing @products. These release notes contain
important information regarding the newest available release for your
MNComputing device or software. NCormputing strongly recommends you read the
entire document thoroughly prior to installation.

Product: NCaormputing IP Utility (MILT,

Version: 1.9.1 for Windows

Figure 2

2. NComputing IP Utility
Available Network Card selection

In Figure 3, the detected network card(s) are displayed; please select the appropriate network
card to which NComputing IP Utility will be bound. Click “Next” to continue.

NComputing IP Utility 1.9.1[install]

Available netwark cards

IntellR] PRO M ireless 39454856 Metwork, Connection

|ntel[R] 32566 Gigabit Metwark Connection

Select network. card ta act az host” for HIU wvirtual MICs

Mext ] [ Cancel

Figure 3

3. NComputing IP Utility
Create Virtual NICs

In this step, you select how many Virtual Network Adapters you wish to install.

1. For X-series implementations, the number of virtual NICs to create is deterministic. For
example, in a 2-card X300 installation, the maximum needed is 6 Virtual Interfaces, and
for a 2-card X550 host system, up to 10 virtual NICs should be added.

2. When setting up an L-series environment that has frequent log on and log off activity,
such as in a school environment, the number of virtual IP allotted should exceed the
number of users by about 5 IP addresses. This will allow for inactive sessions
(disconnected for the L-device but not yet terminated) to properly exit and the new user’s
replacement session to grab an available virtual NIC.
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Please use the pull-down option to select the number of interfaces desired. For this example
(Figure 4), we’'ll add 2 Virtual NICs.

NComputing IP Utility 1.9.1[install]

IP addresses to be allocated _ =

MIU interfaces not found. Max 45 interfaces.

M et l ’ Cancel

Figure 4

Click “Next” to start installing the virtual NICs.

Note: In X-series deployments, only one virtual NIC is required per physical station but ports are
assigned in the physical port order of the PClI card (1, 2, 3, etc.). Port 1 is at the top of the card,
port 2 next, then port 3 (and up to 5 ports on an X550). Therefore if you are using Port 3 on the
card then three virtual NICS and three IP addresses must be generated to cover that port, even if
only one physical station will be connected. If you want to create and use only one virtual NIC,
then plug the one physical station into port 1 instead of port 3.

NIU will always allocate and initialize the number of IP addresses specified; so, your DHCP server
must have enough IP addresses available in its address pool to service all hosts on the network.
The next screen (Figure 5) provides a reminder and gives an opportunity to stop before the virtual
NICs are created and IP addresses consumed from the DHCP pool.

@ NIU information

P Every installed NIU interface uses one additional IP address,
x_-_'(J These addresses will be taken From the available DHCP address poal.
Do wau wank bo conkinue installation of NIL?

Figure 5
Click “Yes” to continue

PLEASE NOTE: The NIC configuration process within Windows is individual and sequential;
therefore, each new NIU IP address created also increases the host system’s boot time.

. Installation, progress and completion of the Virtual Network
Interfaces / NIU Virtual network cards.

At this point, NIU performs the following actions:
- Generates Virtual MAC addresses.
- Installs the Virtual Network adapters.
- Requests the required number of IP addresses from the DHP server

Virtual NICs generated by NIU initially get addresses assigned from the DHCP server attached
to the network card selected on the previous install menu (Figure 3). To make static IP
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assignments, please go to the Windows Control Panel > Network Connections and make
appropriate changes to the Virtual NIC settings (Figure 13).

NMComputing IP Utility 1.9. 1[install]

Installing devices...

[I-l-l-l-l ]

Terminal server type: MComputing TS, Cards to install: 2

Diohe

Figure 6

Registration:

NIU has a built-in 30-day TRIAL license to allow testing compatibility in your network
environment. If you don’t have a key, choose “No” when asked to activate (Figure 7), and
continue with a 30 day evaluation: An NIU license key can be added at a later time to extend

the license.

NComputing IP Utility 1.9.1[install]

Creating shortcuts

Terminal ger Do ol wank to activate your NI now?

| fes i [ Mo

Figure 7

If you have been provided an NIU license key, click “Yes” on the above activation question,
and enter the key in the following window (Figure 8).

NIU installer[License] er

Activation key | |

Activation Server I 081 5. cam |

Get licenze Cancel

Figure 8

After the “Get License” button is clicked, NIU contacts the NComputing license activation
server (Figure 9) and checks the activation key entered.
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Getting license... E|

Activation key ! i

Activation Server I':"- 15 com |

Get license Cancel

Figure 9

If the activation key has not already been used, NIU obtains the necessary license (Figure
10), NIU is activated and locked to the system on which it’s installed.

License obtained E|

Activation key ! |

Activation Server I':"'- 15 com

Figure 10

NIU installation is now complete, please close any running applications and click “Restart” to
restart your PC (Figure 11) and start using NComputing IP Utility.

NComputing IP Utility 1. 9. 1[install]

MHIU Inztallation iz complete.

[.-I-I-I-I-I-I-I-I-I--------I-I-I-I-I-I-I-Iq

iou must reztart the gpztern to begin using MIL virtual MICs

[ Restart l [ Restart Later ]

Figure 11
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Using and verifying NIU operation

By default, NIU places an icon in the System Tray that can be used to launch the NIU
Console.

&% )0 e BidePM

Figure 12

All the new virtual network interfaces will be displayed under “Network Connections” (See
Figure 13 below), and this is where you can set any or all the virtual NICs to use static IP
addresses.

File Edit View Favorites Tools Advanced Help r’f
€ L L.) " /:‘) Search || Folders v
Address @_, MNetwork Connections e o
A Name Type Status Device Name Phon... = Owner
il
g <2139+ Connection 3 LAN or High-Speed Inter...  Disabled 1394 Net Adapter #3 System
C
| <L Cisco AnyConnect YPN Client Connection LAN or High-Speed Inter...  Disabled Cisco AnyConnect VPN Vi... System
L
J) Network
Troubleshooter <. Local Area Connection LAN or High-Speed Inter... Connected Intel{R) 82566MM Gigabi. .. System
N
Other Places
da NCompiting Server Connection LAN or High-5peed inter..,  Connected WU Miniport Driver System
B Control Panel <A NComputing Station Connection 1 LAN or High-Speed Inter...  Connected NIU Miniport Driver #2 System
N3 My Network Places L. NComputing Station Connection 2 LAN or High-Speed Inter..,  Connected NIL Miniport: Driver #3 System
Q Iy Documents
w
W My Computer —
— 1) ireless Network Connection 2 LAN or High-Speed Inter... Mot connected Intel{R) PROjWireless 39... System
Details 3
v £ >
7 objects

Figure 13

All Programs B

Figure 14

The NIU Console can also be invoked from the Start Menu (Figure 12) by navigating:
Start > All Programs > NComputing vSpace - NComputing IP Utility > NIU Console
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The NIU console window explained

From the System Tray (Figure 12), double click the “NIU” icon to open the NIU console
(Figure 15).

The “NIU IP address” column displays the IP addresses which were assigned by the DHCP
server (or manually in using the Network Connections screen) to each Virtual MAC address
generated by NIU. Virtual network interface (VNIC) “0” (Zero) is an abstraction of the Host’s
main network adapter and is always assigned to the host’s main session.

NComputing IP Utility - Information g|
WHIC MIUIP Address | NIU MAC Address State Session L-zefies device IP | L-series device MAC  User Logged In I
[0 1921684181 06-04-25-20-B4-F6  Main session  HOO tiozefy
[ 1] 1921684179 04-12-25-20:64-F6  Unuzed - 0.0.00 FF-FF-FF-FF-FF-FF -

[ 2] 1921684124 OE-14-25-20-64-FE  Unuzed - 0.0.00 FF-FF-FF-FF-FF-FF

|

MIU Yersion "1.9.1", License expires on 200 0-02-06[wywyy-mm-dd)

Figure 15

Each L-Series device that connects to the host is assigned to a Virtual NIC and the logged-in
user’s session is associated with an IP address. After each session login, usernames can be
displayed in the NIU Console. Please click the “Refresh” button in the lower right-hand
corner of the console to refresh the screen and see the current session to IP address
“mapping.” See figure 16 below.

NComputing IP Utility - Information g|
YHIC MNIUIP Address | NIU MAC Address State Session | L-series device [P L-series device MAC | UserLogged In |
[ O 192168.4181  06-04-25-20-66-F6  Main gession  #00 tiozefy
[ 1] 19216684179 04-12-25-2064-F6  Used #0Z2 192.168.4.223 00-0F-EQ-14F3A0  user2
[ 2] 19216684124 OE-14-25-20-64-F6  Used #03 192.168.4.139 00-0F-E0-15-F4-F8 userd

Refresh

MIU Wersion "1.9.1", License expires on 201 0-02-08[yyyy-mm-dd)

Figure 16

Note: The mapping from Virtual NIC connections on the host to L-devices are displayed in the
NIU Console. The Virtual NIC IP addresses assigned to the user sessions are used for:
= communications between session applications running on the same host,
= between session applications (e.g. Printing Control software) and other computers on
the LAN or the Internet.
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IMPORTANT! The vSpace console only displays the local IP address used by the L-Series
device itself (Figure 17).

‘i Network UTMA/UTSA Settings
Ele Action Wew Help
- BAE B @E

@ § Local Users and Groups (Local) &session #01  user2 Running Established UTMADZ30:192,168,4.223

EDCHI Cop PRy Established UTMAD200:192. 168.4.139
E7] Computer Configuration

] User Configuration
= B Software Settings (local)
® Sessions
@ (4) Information & Settings
[# (=] USB-Device Assignment(s)
i+ J Software Settings (LAN)
[ € Hardware Settings (LAN/local)

=

(1 UTMAJUTSA-Settings Mame User Status [ Client conneckion ]

8‘ Session #02 user3 Running

Figure 17

Uninstall NIU

Important! Before uninstalling NIU; please use the vSpace Console to STOP all running
Stations,

hight click the station you want to stop (Figure 16), and select “Stop Station”

‘i Network UTMA/UTSA Settings

File Action View Help
«=» OB R 20 @R
(] UTMAUTSA-Settings || Mame User Status client connection
& g Local Users and Groups (Locai) B session #01  user2 Running Established UTMAD23 .166.4.
5) Local Computer Policy Hsession #02  user3 Established UTMAO200:192.168.4.139

¢ Corrputer_Corfu_guratum Stop Station
e User Configuration

2 Send Message
= Software Settings (local) :
e Wiew Screen
(&) Information & Settings Help

&
&
[+ (4] USB-Device Assignment(s)
# @ Software Settings (LAN)
# T Hardware Settings (LAN/local)

Figure 18
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The following screenshot (Figure 19) shows the vSpace console warning message to verify that you want
to stop an active session.

‘il Network UTMA/UTSA Settings

File  Action  ‘iew Help

«- BOHER 26 ©B$

G UTMAJLITSA-Settings Narne User Status Client conneckion
E"@ Local Users and Groups {Local) ssion #01 Userz Running Established LITM
=5} Local Computer Policy i
- {8 Computer Configuration vSpace Console
[+ 3 User Configuration
= B Software Settings tlocal) 't Before stopping a station, it is important that you exit all programs and log off the station.
f; s '
[#-{al= Sessions Are you sure you want to stop Session #017
- Infarmation & Settings
. {3 USB-Device Assignment(s)
EJ@ Software Settings (LAM)
- FE Hardware Settings (LAN/local)

Figure 19

This following screenshot shows a station in the process of stopping.

‘T Networl UTMAJ/UTSA Settings

File  Action ‘iew Help

«» B@E R 22 ©B

[Z3 UTMAUTS A-Settings Marne User Status Client connection
) # Local Users and Groups (Local) - Stopping ...  Established UTMAD
-5 Local Computer Policy Blsession #02 user3 Running Established UTMACZ00: 192, 168.4.139

H o User Configur ation
= B _SUFtware Settings (local)

[ {= Sessions
B-L&) Information & Settings
- (39 USE-Device Assignmentis)

- Jg Software Settings (LAN)
[+ FE Hardware Settings (Lak/lacal)

=2 % Computer Configuration

Figure 20

9. NIU uninstall

f;'ﬁ NComputing vSpace . {Ni vSpace Console
@ w5pace Reqistration
ﬁl v5pace Update
a Uninstall vSpace

B NComputing Ip Utility b

All Programs B

!
’J start €

Figure 21

To uninstall NIU, select the Uninstall NIU command from the start menu under:
NComputing vSpace - NComputing IP Utility > Uninstall NIU (Figure 19)
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Select “Yes” (Figure 22) to verify you wish to remove NIU.

\_g) Do wiou really want ko remove MIJ?

Figure 22

If there are still any active remote sessions, the NIU uninstaller provides a warning message
(Figure 23). .

27 Sessions are running

i You have 1 running REMOTE sessions
You must skop all running sessions to uninskall WMIL

[ Retry |[ Cancel

Figure 23

NIU Uninstall progress window (Figure 24) shows the Virtual NICs are being removed.

NComputing IP Utility 1.9.1[remowe]

Femoving devices...

[.-I-I-I-I ]

P ot
LAOnNE

Figure 24

NIU uninstall is complete (Figure 25). Please restart Windows® to finish the uninstall process
and enable NIU to function.

NComputing IP Utility 1. 9. 1[install]

MHIU Inztallation iz complete.

[.-I-I-I-I-I-I-I-I-I--------I-I-I-I-I-I-I-Iq

iou must reztart the gpztern to begin using MIL virtual MICs

[ Restart l [ Restart Later ]

Figure 25
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Configuring select third party applications for use with NIU

iTALC Classroom Management Software with NComputing X-series kits

iTALC management software doesn’t need NIU, and the normal configuration for iTALC is documented in
an NComputing Install Tips document called “Configuring iTALC Management Software for use with
NComputing Systems.”

However, if NIU is used on the NComputing host system to meet some other software product’s
requirements, then the iTALC configuration procedure needs to be modified so NIU and iTALC both
function at the same time.

Each individual iTALC client that runs in a virtual desktop session doesn’t need to know it’'s own IP
address, and it just responds to any request it “sees” on its specified TCP/IP port. So we need to combine
information from the NComputing vSpace Console with that from the NIU console to correctly configure
classroom “IP-address:TCP-port” definitions for each virtual desktop session.

The following diagram and screen shots illustrate the configuration process for an example with the
“ITALC classroom master” running on one PC, and vSpace with NIU running on a second PC to isolate
each virtual desktop session’s network traffic into a separate IP address.

Router

#03 X550
#05 X550
Master PC Host PC
IP Address : 10.1.1.104 IP Address : 10.1.1.102
iTALC Master installed iTALC Client installed

We make use of the fact that we know how the TCP/IP ports are assigned to the iTALC clients when they
are started by the “italc_config_X.bat" file, and in this example, we see that “station 3” will always listen on
TCP/IP port 5902, and “station 5” will always listen on port 5904.

EaALI

(STATIDHZ

"C:WProgram FilesWiTALCWica.lnk™ -iusport 5981 -isdport 5801 &
EXIT

(STATIOH3

“C:WProgram FilesWiTALCWica.lnk™ ~ivsport 5982 -isdport 5802 &
EXIT

ISTATIONY

“C:¥Program FilesWiTALCWica.lnk™ -ivsport 5903 -isdport 5803 &
EXIT

ISTATIONS

“C:¥Progran FilesWiTALCHica.lnk™ -ivsport 5904 -isdport S804 &

o Relevant section from italc_config_X.bat file

Using the vSpace Console, we can see (screen shot below) that “station 3” has “user3” logged-in and
“station 5” has user2 logged-in. (For X-series configurations where the NIU vNICs have static IP
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addresses assigned, you only need to determine the physical station number to IP-address mapping
once, and that mapping will stay the same between host reboots.)

‘i1 Bemote Administration Console

DEE) S 2V Z2H)

& @ E R 2 F

@ 2a 2E | oz MBR A

=5 28 ¥ &) Station #02 g =

= {g2 X550 PCI Card AStation #03 user3 &Y B

Station #02 Station #04 L
o yStation #05 user2 &Y &
Station #05 28] Station #06 &y 3
Station #06

vSpacé Console showing which stations have user3 and user2 logged-in

Now, we use the NIU Console to determine that user3’s virtual desktop session has IP-address
10.1.1.108, and user2 is logged-in to the virtual desktop session that has IP-address 10.1.1.106

NComputing [P Utility — Information

VHIC | MIU P Address | MIL MAC Address State Sesgsi., User Logged In

[ 07 1onn1a e-04-D1-40-2B-26 Main session #00 user

T E—— AR e debrreaal il

[ 21 10.1.1,108 E-1&-D1-40-2B-26 sed #02 userd I
=ttt o

N N R e |

NIU Console showing IP Address mapping to Sessions and Users

vSpace console Info NIU Console Info “italc_config X.bat" file knowledge
User3 on Station 4 IP-address 10.1.1.108 TCP/IP port 5902
User2 on Station 5 IP-address 10.1.1.106 TCP/IP port 5904.

Combining these three sets of information tells us how to properly define this “classroom PCs” on the
iTALC Master PC (as in screen shot below).

| Classroom-Manager

s )

T

; | Classrooms/computers “  |P-address

= |= New classroom

) B Master PC 10,1.1,104

[ Bl ¥_series_Host_PC 10.1.1,110

E b station01 10,11, 110:5301

§ B station02 10,1.1,110:5302
B station03 10,1.1,110:5903
k. station04 10,11, 110:5904
| - wl' =08 1011 |In-ia‘
& station]_after_NIU 10,1.1,108:5302
i station2_after_NIU 10,11, 106:5304

iTALC Classroom defined with session IP-address and iTALC client TCP/IP port
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Known limitations or errata on your release

Please see the current NIU readme document.
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